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Digital 
Contact 
Tracing 

Definition

Digital contact tracing is a method of contact tracing that takes 
advantage of mobile devices to determine contact between an infected 

patient and a user. 

It is augmentatitive to traditional contact tracing methods

Since the initial outbreak, many groups have developed nonstandard 
protocols designed to allow for wide scale digital contact tracing, most 

notably BlueTrace and the Google / Apple contact tracing project. 

When considering the limitations of mobile devices, there are two 
competing ways to trace contact: Bluetooth and location-based; each 

with their own drawbacks. 

Additionally the protocols can either be centralized or decentralized, 
meaning contact history can either be processed by a central health 

authority, or by individual clients in the network.



Methodologies

• Currently all major digital contact tracing apps use 
Bluetooth to track encounters. Typically, Bluetooth 
is used to transmit anonymous, time-shifting 
identifiers to nearby devices. Receiving devices then 
commit these identifiers to a locally stored contact 
history log. 

• Bluetooth protocols are predominately favored over 
their location-based counterparts because of their 
much stronger privacy protections. Because a user's 
location is not logged as part of the protocols, their 
location cannot be tracked. 

Bluetooth 
contact 
tracing

•No digital contact tracing apps currently make 
use of GPS, however some implementations do 
make use of network-based location tracking. 
This approach has the advantage of eliminating 
the need to download an app. 

•The first contact tracing protocol of this type was 
deployed in Israel, however all location-based 
solutions that have access to raw location data 
have significant privacy problems.

Location 
contact 
tracing



How digital contact 
tracing works

• Illustration shows a decentralized approach for 
digital contact tracing using the Bluetooth 
method with supplemental location info.

• Positive reporting is opt-in and done by the 
affected person manually after being advised 
by a public health official they are positive. 

• Note exposed individuals can be notified of 
their risk by using proximity and duration they 
were close to a positive COVID19 Pt. 

• Should be used as an augment to conventional 
contact tracing to identify focal points in the 
community.

• Requires > 60% of a community to opt-in 
before it can have a significant impact on 
infection spread.



Apple/Google 
Exposure 

Notification 
Framework

On April 10, 2020 Google and Apple 
announced a joint effort to enable the 
use of the Bluetooth method to help 

governments and health agencies 
reduce the spread of COVID-19 

through contact tracing. 

The framework is being released in a 
phased approach:

Phase 1:  Release of the API and 
credentialing system for 

developers. This was released on 
May 4th, 2020. 

Phase 2:  Release of operating 
system updates that will allow for 
exposure notification as a built-in 

optional feature on people’s 
smartphones. Will greatly 

increase adoption. This was 
started in late May’2020.Reference implementations from 

Apple/Google made available in late 
May’2020

Even after Phase 2, users will only be 
able to release their contact data if 
they have an app installed from a 

local public health entity.



Public health authorities around the world are 
building apps that use the Exposure 
Notifications System to help their contact 
tracing efforts. You can find the app for your 
area (if available) in your app store.

Once you opt-in to the notification system, the 
Exposure Notifications System will generate a 
random ID for your device. To help ensure these 
random IDs can’t be used to identify you or your 
location, they change every 10-20 minutes.

Your phone and the phones around you 
will work in the background to exchange 
these privacy-preserving random IDs via 
Bluetooth. You do not need to have the 
app open for this process to take place.

If there’s a match, the app will notify you 
with further instructions from your public 
health authority on how to keep you and 
the people around you safe.

How this technology works to protect your privacy

Your phone periodically checks all 
the random IDs associated with 
positive COVID-19 cases against its 
own list.

No private user data is ever collected or shared, including, name, phone number, location, etc. 



Assessing Risk of Exposure to a Positive COVID-19 Pt 
using the Exposure Notification API



Additional features an App could provide

• Best known methods for preventing COVID-19
• Self-reporting symptoms form
• Links to public health orders
• Current COVID-19 dashboard
• Alerts when the Coronameter level changes
• Links to State of Colorado COVID-19 resources



Recommendations Start to build a OneValley 
COVID-19 app using the 
Apple/Google Exposure 
Notification reference as 
an exercise in designing 
and customizing a digital 
contact tracing app for the 
Gunnison valley. 

01
Work to adapt the app to 
include other useful 
information on preventing 
COVID-19. Including links 
to self-reporting forms, 
public health orders, 
public dashboards, and 
state level information. 

02
Deploy the OneValley 
COVID-19 app in mid to 
late Q3’20.

03



Resources

1. https://en.wikipedia.org/wiki/Digital_contact_tracing
2. https://www.apple.com/covid19/contacttracing
3. https://nshipster.com/contact-tracing/
4. https://www.google.com/covid19/exposurenotifications/

Source code repositories:
1. https://github.com/eaniemey/gcpr-onevalley-covid19-ios

https://en.wikipedia.org/wiki/Digital_contact_tracing
https://www.apple.com/covid19/contacttracing
https://nshipster.com/contact-tracing/
https://www.google.com/covid19/exposurenotifications/
https://github.com/eaniemey/gcpr-onevalley-covid19-ios


Backup



Maintaining privacy while still notifying users of exposure
• When you install an app and open it for the first time, the Exposure Notification framework 

displays a dialog requesting permission to enable contact tracing on the device.
• If the user accepts, the API generates a 32-byte cryptographic random number to serve as the 

device’s Tracing Key. 
• The Tracing Key is kept secret, never leaving the device.

• Every 24 hours, the device takes the Tracing Key and the day number (0, 1, 2, …) and uses hkdf to 
derive a 16-byte Daily Tracing KeyTemporary Exposure Key. 
• These keys stay on the device, unless you consent to share them.

• Every 15 minutes, the device takes the Temporary Exposure Key and the number of 10-minute 
intervals since the beginning of the day (0 – 143), and uses hmac to generate a new 16-
byte Rolling Proximity Identifier. 
• This identifier is broadcast from the device using Bluetooth le.

• If someone using a contact tracing app gets a positive diagnosis, the central health authority 
requests their Temporary Exposure Keys for the period of time that they were contagious. 
• If the patient consents, those keys are then added to the health authority’s database as Positive Diagnosis 

Keys. 
• Those keys are shared with other devices to determine if they’ve had any contact over that time period.
• If a match occurs on a user device, they get a notification of exposure and a risk score.

No private user data is ever collected or shared, including, name, phone number, location, etc. 

https://tools.ietf.org/html/rfc5869
https://tools.ietf.org/html/rfc2104
https://en.wikipedia.org/wiki/Bluetooth_Low_Energy

