
Digital Contact Tracing Primer

Erik Niemeyer, Gunnison County EOC, COVID-19 ICS Team, Investigative 
Science Section, Research Group

Wednesday, May 6, 2020



Digital 
Contact 
Tracing 

Definition

Digital contact tracing is a method of contact tracing that takes 
advantage of mobile devices to determine contact between an infected 

patient and a user. 

It came to public prominence during the COVID-19 pandemic.

Since the initial outbreak, many groups have developed nonstandard 
protocols designed to allow for wide scale digital contact tracing, most 

notably BlueTrace and the Google / Apple contact tracing project. 

When considering the limitations of mobile devices, there are two 
competing ways to trace contact: Bluetooth and location-based; each 

with their own drawbacks. 

Additionally the protocols can either be centralized or decentralized, 
meaning contact history can either be processed by a central health 

authority, or by individual clients in the network.



Methodologies

• Currently all major digital contact tracing apps use 
Bluetooth to track encounters. Typically, Bluetooth 
is used to transmit anonymous, time-shifting 
identifiers to nearby devices. Receiving devices then 
commit these identifiers to a locally stored contact 
history log. 

• Bluetooth protocols are predominately favored over 
their location-based counterparts because of their 
much stronger privacy protections. Because a user's 
location is not logged as part of the protocols, their 
location cannot be tracked. 

Bluetooth 
contact 
tracing

•No digital contact tracing apps currently make 
use of GPS, however some implementations do 
make use of network-based location tracking. 
This approach has the advantage of eliminating 
the need to download an app. 

•The first contact tracing protocol of this type was 
deployed in Israel, however all location-based 
solutions that have access to raw location data 
have significant privacy problems.

Location 
contact 
tracing



How digital contact 
tracing works

• Illustration shows a decentralized approach for 
digital contact tracing using the Bluetooth 
method with supplemental location info.

• Positive reporting is opt-in and done by the 
affected person manually after being advised by a 
public health official they are positive. 

• Note exposed individuals can be categorized by 
proximity and duration they have been exposed 
to a positive COVID-19 Pt. 

• Should be used as an augment to conventional 
contact tracing to identify focal points in the 
community.

• Currently, systems being designed can optionally 
provide LPHA’s with contact phone numbers to 
allow for conventional contact tracing follow-up.

• Requires > 60% of a community to opt-in before it 
can have a significant impact on infection spread.



What is the 
BlueTrace 
Protocol?

Contact tracing is an important tool to reduce the spread of infectious 
diseases like COVID-19. 

BlueTrace is a privacy-preserving protocol for community-driven contact 
tracing using Bluetooth devices, that allows for global inter-operability.

BlueTrace is designed for decentralized proximity logging and supplements 
centralized contact tracing by public health authorities. 

Proximity logging using Bluetooth addresses a key limitation of manual 
contact tracing: that it is dependent on a person’s memory and is therefore 
limited to contacts that a person is acquainted with and remembers having 

met. 

BlueTrace therefore enables contact tracing to be more scalable and less 
resource-intensive.



OpenTrace is based-on 
the BlueTrace Protocol

• OpenTrace is the reference implementation of 
BlueTrace, a privacy-preserving protocol for 
epidemiological contact tracing to fight COVID-19

• BlueTrace protocol is implemented using 
the OpenTrace code. TraceTogether was launched 
in Singapore on 20 March 2020. It is the first 
national Bluetooth contact tracing app in the world.

• Available as open-source here -> 
https://github.com/opentrace-community

• iOS and Android versions available. 

https://github.com/opentrace-community
https://www.tracetogether.gov.sg/
https://github.com/opentrace-community


Local version of OpenTrace, aka OneValleyTrace

• Using the OpenTrace reference code, I built a functional 
prototype of a OneValleyTrace app for iOS. 

• This functional prototype took about a day to setup and 
build. 

• It illustrates that our community could develop our own 
digital contract tracing technology in a relatively short period 
of time, perhaps 3-4 weeks. 

• Benefits of building our own system versus using a state or 
national system is that we would theoretically have access to 
the all the contact data once a positive individual releases 
their data. 

• While the Android version works well, due to how the 
reference version was built, the iOS version has significant 
usability issues. 

How OneValleyTrace Works



Apple/Google 
Exposure 

Notification 
Framework

On April 10, 2020 Google and Apple 
announced a joint effort to enable the 
use of the Bluetooth method to help 

governments and health agencies 
reduce the spread of COVID-19 

through contact tracing. 

The framework is being released in a 
phased approach:

Phase 1:  Release of the API and 
credentialing system for 

developers. This was released on 
May 4th, 2020. 

Phase 2:  Release of operating 
system updates that will allow for 
exposure notification as a built-in 

optional feature on people’s 
smartphones. Will greatly 

increase adoption.
Note that currently there are no plans 
for a reference implementation from 

Apple/Google. All apps will need to be 
built from the ground up by public 

health entities. 

Even after Phase 2, users will only be 
able to release their contact data if 
they have an app installed from a 

local public health entity.



Recommendations Start to build a 
OneValleyTrace app using 
the OpenTrace reference 
as an exercise in designing 
and customizing a digital 
contact tracing app for the 
Gunnison valley. 

01
Work to adapt the 
OpenTrace reference to 
use the Apple/Google API, 
which does NOT have the 
same usability issues on 
iOS. 

02
Deploy the 
OneValleyTrace app in the 
next 3-4 weeks if feasible. 

03
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